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1 How does standard U-Prevent Connect work?

e The default option is prefilling U-Prevent by sending patient data to a storage API.

e The embedding web application sends all the relevant data to the storage API. Then the
embedding web application starts the applicable U-Prevent site embedded in the EHR to
allow the user to use the U-Prevent calculator with prefilled data (i.e.: blood pressure,
smoking, BMI, age, region, etc.).

e The user reviews the prefilled data and, if necessary, corrects and/or complements it. They
then click ‘Calculate’ to get the results. The prefilled (or manually changed/added) data are
validated by the U-Prevent calculator. When all data is correct the risk score is shown.

e  Which part of U-Prevent you start is up to the embedding website. You have three options:

1. Call the Calculator selection screen (https://u-prevent.com/calculators)

2. Call the assisted choice function to assist the user in selecting the right calculator
(https://u-prevent.com/calculators/assist)

3. Or call a specific calculator. In case of calling a specific calculator, the embedding
website should call the appropriate calculator (e.g. by using as embed URL htips://u-
prevent.nl/calculators/score?). Either hardcoded behind a website button or based on
the data in the embedding web application.

e Changed input' or results data (selected treatments options and its effects on the risk score)
can be returned via a message from the embedded website (U-Prevent) to the embedding
website.

@ 2 Technical information

Note: see Appendix 1 for the sequence diagram and Appendix 2 for an example.

e The “storage API” is ORTEC LogigCare’s own proprietary endpoint for pushing data to U-
Prevent. An OpenAPI documentation page is available: https://storage.u-logig.com/swagger
(v2 is the current and recommended version of the API). It doesn’t require authentication. Any
data pushed to the storage API is automatically deleted after 15 minutes.

e The return value of the POST to the “/UPrevent” endpoint is a tamper-proof session token (a
JWT).

e For authorized access to the U-Prevent API, a token needs to be retrieved by following a
standard OAuth2 client credential flow using the https://api.u-prevent.com/Token endpoint.
The clientld and clientSecret will be provided by ORTEC LogigCare beforehand. This results
in an access token and a refresh token.

" Note that the user could make changes to the prefilled data in the applicable U-Prevent data entry screen.
Those changed data can be returned to the embedding web application. Accordingly, the data storage in the
embedding web application can be updated.
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e The embedding application can then load an iframe with
src="https://u-prevent.com/calculators/score2
?token=<token>
&clientId=<clientId>
&apiToken=<apiToken>”

The parameters that need to be filled in are:
e <token> is the value you get back from the storage API
e <clientld> is the specific client id of the connection provided by ORTEC LogigCare to
the customer

e <apitoken> is the refresh token resulting from the client credentials flow?2.

Note that by providing “/calculators/score2” you go directly to the desired calculator.

e The iframe is embedded in the embedding website, which means that ORTEC LogiqCare
needs to whitelist the domain(s) of that website in the content security policy of the U-Prevent
site. The iframe will load the U-Prevent site and will have the data provided prefilled in the
data entry screen.

o U-Prevent does not display a “Save” button. When the embedding application sends an “end
session” message (via postMessage) to U-Prevent, U-Prevent responds by posting the
session data to this parent.

3 Managing access to U-Prevent

A subscription to use U-Prevent is concluded with ORTEC LogigCare, upon which a clientld and
a clientSecret are provided. These parameters must be activated in the source system of the
EHR provider to allow it to access U-Prevent. Preferably by the customer themselves recording
the data in their account on the source system. The source system then uses the clientld and
clientSecret from the customer's account to embed U-Prevent in their system and establish the
connection as described in the previous section.

4 Actions

When providing U-Prevent to a customer, several parties are involved:
e Customer: the representative of the healthcare professionals that are going to use U-
Prevent.
o EHR Provider: the representative of the system the customer uses as an Electronic Health
Record.
e ORTEC LogiqCare: the service provider of U-Prevent.

The following actions must be followed to complete an integration:
e Customer: establish a subscription for U-Prevent with ORTEC LogiqCare.
e ORTEC LogiqCare: provide clientld and clientSecret to Customer.
e Customer: activate clientld and clientSecret in EHR system or pass them to EHR provider to
do so.

2 On initialization of the web site the refresh token will be immediately exchanged for a new access token and no
longer be valid.
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e EHR Provider: Provide ORTEC LogiqCare with the applicable domain(s) of the embedding
website.

e ORTEC LogiqCare: Register the embedding website and notify EHR Provider the
connection can be tested.

e EHR Provider: For testing purposes, the U-Prevent Pilot environment is available. The
storage APl is at https://storage-pilot.u-logig.com (Swagger) and U-Prevent Pilot environment
is at https://pilot.u-prevent.com/. The U-Prevent Pilot API is at https://api-pilot.u-prevent.com
(Swagger).

e Customer & ORTEC LogiqCare: test the connection.

e ORTEC LogiqCare: Activate client in Production and provide new clientld and clientSecret.

o EHR Provider: switch connection to use the production environment.
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Appendix 1: sequence diagram
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Appendix 2: examples

Obtain access and refresh token

U-Prevent API

To call the U-Prevent API, first one needs to obtain an access token:

curl -X POST https://api-pilot.u-prevent.com/Token -H "Content-Type: application/x-www-form-
urlencoded" -d "grant_type=client_credentials&client_id=CLIENT_ID&client_secret=CLIENT_SECRET"
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Note that CLIENT_ID and CLIENT_SECRET must replaced with the ones provided.

Response (access_token abbreviated as it is very long):

{"access_token":"eyJhb..verylong..Zag","expires_in":1800, "refresh_token":"M2EONDQOYmIwZWQWNDEINWFKYTEY
OWR1YzIwMDg2YjY="}

Using Swagger Ul
The API can also be called through the Swagger Ul: htips://api-pilot.u-
prevent.com/swagger/index.html . The /Token endpoint is public, but for other endpoints one must
first set the bearer token. Copy the access token that was returned by the call to /Token, click the
“Authorize” button at the top of the page and paste the token:

v | @ SwaggerUl

Cc 23 api.u-prevent.com w ki & Incognito

Available authorizations

Bearer (http, Bearer)

Please enter a valid token

Value:

eyJhb_verylong. Zag

Authorize I Close

The authorization header will be set for any subsequent calls done using the Swagger UL.

Call API directly

The token retrieved from the previous step must be provided in the Authorization header on
subsequent requests. Here is an example of calling the API for SmartReach:

curl -X "POST' \
'https://api-pilot.u-prevent.com/api/RiskCalculation/calculate’ \
-H "accept: text/plain’' \
-H 'Authorization: Bearer eyJhb..verylong..Zag\
-H 'Content-Type: application/json' \
-d '{
"sex": "M",
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age": { "value": "54", "unit": "years" },
"region": "Western Europe",

"isSmoking": false,

"usingMediterraneanDiet": false,

"stepCount”: { "unit": "steps" },
"cardiovascularDiseases": ["coronaryArteryDisease"],
"hasCoronaryArteryDisease": 1,
"diabetesDiagnosis": false,

"heartFailure": false,

"atrialFibrillation": false,

"sbp": { "value": "160", "unit": "mmHg" },
"cholesterolInMmol": true,
"totalCholesterolMin": 3,
"totalCholesterolMax": 10,

"1d1Min": o,

"ldlMax": 8,

"totalCholesterol”: { "value": "8", "unit": "mmol/L" },
"ldlCholesterol”: { "value": "4", "unit": "mmol/L" },
"hbalc": { "value": null, "unit": "mmol/mol" },
"creatinin": "Imputed",

"usingStatin": "No statin @ mg",

"statinType": "No statin”,

"statinDose": null,

"usingEze": false,

"usingBemp": false,

"pcsk9": "No PCSK9 inhibitor",

"usingAnticoag": "o",

"usingGlp1": false,

"usingSglt2": false,

"usingColchicine": false,

"usingEPA": false,

"isSmokingFuture": false,
"usingMediterraneanDietFuture"”: false,
"stepCountTarget": "o",

"usingStatinFuture"”: "No statin @ mg",
"statinTypeFuture": "No statin",
"statinDoseFuture": null,

"usingEzeFuture": false,

"usingBempFuture": false,

"pcsk9Future”: "No PCSK9 inhibitor",
"sbpTarget": null,

"usingAnticoagFuture": "0",

"hbalcTarget": null,

"usingGlplFuture": false,

"usingSglt2Future": false,
"usingColchicineFuture": false,
"usingEPAFuture"”: false,

"ageFuture": { "value": "54", "unit": "years" },
"historyCvD": "1",
"id": "smartReach"

}

Response (arrays abbreviated for brevity):

"imputations": [
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{

"name": "creatinin",

"value": 93,

"imputedUnit": "UNITS.UMOL_L"
}

1,

"lifeExpectancy": {
"diseaseFreeAge": "71",
"lifetimeBenefit": o,
"ageTreatmentStart": 54,
"ageRange": [54, .. 90],
"untreatedRiskRange": [1, .. 0.05],
"treatedRiskRange": [1, .. 0.05],
"inaccurateResults": false

}J

"lifetimeRisk": {

"risk": 80.76,
"riskWithTreatment": 80.76,
"treatmentBenefit": @

}J

"tenYearRisk": {

"risk": 28.48,
"riskWithTreatment": 28.48,
"treatmentBenefit": @

s

"version": "1.5"

Embed in iframe

To embed U-Prevent in an iframe of another site, the refresh_token must be passed as the apiToken
parameter. This token is only usable once!

For example, this URL can be used as src for i-frame: https://pilot.u-
prevent.com/calculators/assist?clientId=CLIENT ID&token=TOKEN STORAGE API&apiToken=M2EONDQOYmIwZWQWNDE
INWFKYTEYOWR1YZ IwMDg2Y{Y%3D

U-Prevent will load, get an access token by exchanging the refresh token and get the data for
prefilling from the storage API using the token provided.
N.B.: the apiToken is URL-encoded (‘=" was translated to ‘%3D’)!

Provide data for prefilling

The data used in prefilling must be provided beforehand (so before loading the iframe) by posting the
data to the Storage API:

curl -X 'POST' \
'https://storage-pilot.u-logiq.com/UPrevent"’ \
-H 'accept: text/plain' \
-H 'x-Api-Version: 2" \
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-H 'Content-Type: application/json' \
-d '{
"sex": { "value": "M" },
"age": { "value": 54, "unit": "years" },
"regionSR": { "value": "Western Europe" },
"isSmoking": { "value": false, "timestamp": "2025-07-24T01:05:53.0903943Z" },
"cardiovascularDisease": {
"hasCardiovascularDisease": {
"value": true,
"timestamp": "2025-07-24T01:05:53.0903943Z"
}
b
"sbp": {
"value": 160,
"unit": "mmHg",
"timestamp": "2025-07-24T01:05:53.0903943Z"
b
"cholesterol": {
"total": {
"value": 8,
"unit": "mmol/L",
"timestamp": "2025-07-24T01:05:53.0903943Z"
3
"1d1": {
"value": 4,
"unit": "mmol/L",
"timestamp": "2025-07-24T01:05:53.0903943Z"
}
}
}'

N.B.: the v2 version of the APl is called and header x-Api-version is set to 2.

Response (abbreviated as it is very long):
eyJhb..alsoverylong..ydrc

This response is what must be used in the iframe src as TOKEN_STORAGE_API. This token is very
short-lived so will only be usable for a few minutes.

Getting calculator result from Uprevent embedded

When Uprevent has been embedded and used to calculate the risk, the embedding application can
call postMessage to ask U-Prevent to provide the calculated result:
Embedding website calls postMessage with payload «{ endSession: true }” O targetorigin equal to
the origin of the iframe that embeds U-Prevent
- U-Prevent posts back a message with the session data to the origin of the parent (the
embedding website). This only works when the domain is whitelisted.
- The session data will be a JSON document in the following format (abridged for clarity):

"id": "smartReach",
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"lifeExpectancy": {
"diseaseFreeAge": "60",
"lifetimeBenefit": @,
"ageTreatmentStart": 55,
"ageRange": [],
"untreatedRiskRange": []

s

"lifetimeRisk": {

"risk": 51.86,
"riskWithTreatment": 51.86,
"treatmentBenefit": @

s

"tenYearRisk": {

"risk": 42.78,
"riskWithTreatment": 42.78,
"treatmentBenefit": @

s

"version": "1.5"
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